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Introduction

I The search for efficient Identity-Based Encryption (IBE) schemes has
resulted in many proposals for schemes.

I A recent proposal, due to Chen et al., has very efficient encryption
and decryption and claims to have security based on the security of
the DHIES public key encryption scheme.

Y. Chen, M. Charlemagne, Z. Guan, J. Hu and Z. Chen.
Identity-based encryption based on DHIES. In D. Feng, D.A. Basin
and P. Liu
Proceedings of the 5th ACM Symposium on Information, Computer
and Communications Security, ASIACCS 2010, pp. 82-88, ACM,
2010.



Our Contribution

I We present collusion attacks against the scheme which recover the
Trusted Authority’s master secret key.

I Our attacks
I allow to trade various parameters off one another such as the

number of private keys and computational cost;
I apply to the parameters suggested by Chen et al. to mitigate such

attacks;
I improve upon an independent attack by Susilo and Baek.

I Since both Chen et al. and Susilo and Baek share a
misunderstanding about the complexity of polynomial system
solving, we also give an account of the state of the art.



The IBE Scheme I

Setup: This algorithm has as input a security parameter k and a value n.

1. Run a pairing parameter generator G to generate a prime q, two
groups G1, G2 of order q and a pairing e : G1 × G1 → G2. Let P
generate G1.

2. Set msk = (u0, . . . , un−1) ∈ (Zq)n where ui ←R Zq for 0 ≤ i < n.

3. Set mpk = (u0P, . . . , un−1P) ∈ (G1)n.

4. Let H0 be a hash function which takes as inputs elements of {0, 1}∗
and outputs subsets of size t of {0, 1, . . . , n − 1}.

5. Select a pseudo-random number generator (PRNG) F having
elements of {0, 1}∗ as seeds and outputs in Zq.



The IBE Scheme II

KeyGen: Given an identity id ∈ {0, 1}∗, this algorithm proceeds as
follows:

1. Produce {s0, . . . , st−1} := H0(id).

2. Use F with seed id to produce vectors a = (a0, . . . , at−1) ∈ (Zq)t

and b = (b00, . . . , bt−1,t−1) ∈ (Zq)(t+1
2 ).

3. Output as the private key for identity id the value:

xid =
∑

0≤i<t

aiusi +
∑

0≤i≤j<t

bijusi usj ∈ Zq.

For our attack we do not use the Encrytion and Decryption routines,
hence we do not present them here.



The IBE Scheme III

I The private key corresponding to the identity id is the evaluation of
a quadratic function fid over Zq in t on the values u0, . . . , un−1 from
msk .

I The specific quadratic function fid is determined by H0 and F and
can be readily calculated using only the string id and public
information.

This observation forms the basis of all known attacks against the scheme
including ours.



An Attack on the Underlying Hard Problem

I Consider an attacker who has access to private keys xid for strings id .

I The attacker makes about n2 queries for random identities. Each
yields xid for some fid .

I We set up a polynomial system of quadratic polynomials∑
0≤i<t

aixsi +
∑

0≤i≤j<t

bijxsi xsj − xid

corresponding to fid and xid .

I After roughly ≈ n2 queries, this system can be linearised and solved
in O(n6).

Chen et al. suggest to mitigate this attack by limiting the number of key
extraction queries that are allowed by the adversary to 0.1n2.



Hardness of Polynomial System Solving I

If a system of equations has a unique solution, solving is equivalent to
computing a Gröbner basis.

Theorem (F5 Complexity)

Computing a Gröbner basis of a zero-dimensional semi-regular system of
m polynomials in n variables can be computed with the F5 algorithm in

O
((

n + D

D

)ω)
operations, where D is the index of the first non-positive coefficient of

∑
k≥0

ckzk =

∏m−1
i=0 (1− zdi )

(1− z)n
.

and 2 ≤ ω < 3 is the linear algebra constant.



Hardness of Polynomial System Solving II

Using this theorem and the standard assumption that random systems
are semi-regular, we can estimate the complexity of solving a random
system of equations.

m =
n n + 1 bn log nc bn log n2c b0.05 · n2c b0.1 · n2c 0.5n2

1024 – 227 176 105 74 –
512 – 165 118 92 65 –
256 – 102 80 80 57 45
128 364 68 49 68 49 38
64 182 49 32 63 41 32
32 91 33 26 54 39 26
16 46 21 21 m < n 30 21
8 24 15 11 m < n m < n 15

Table: log2 of field ops for solving m equations in n unknowns.



Hardness of Polynomial System Solving III

Figure: Experimental verification for t ∈ {4, 8, n} with m = b0.1n2c.



Hardness of Polynomial System Solving IV

Hence, the problem is much easier than expected by Chen et al. and
Susilo and Baek.

W. Susilo and J. Baek.
On the Security of the Identity-based Encryption based on DHIES
from ASIACCS 2010 (short paper).
Proceedings of the 6th ACM Symposium on Information, Computer
and Communications Security, ASIACCS 2011, ACM, 2011.



Refining the Basic Attack I

Key Idea

We can precompute the hash function H0 in an effort to find identities
leading to simpler sets of equations.

I Partition the set of unknowns into subsets of equal size, and search
for identities yielding systems of equations with unknowns restricted
to these sets.

I To this end, we write n = 2d .

I For some value s ≥ 0 with 2d−s ≥ t, we partition the set
{0, . . . , n − 1} into 2s sets Si each containing 2d−s integers by
setting

Si = {i2d−s , . . . , (i + 1)2d−s − 1}.

I For example: {0, 1, 2, 3}, {4, 5, 6, 7}, . . . }



Refining the Basic Attack II

Set IDi := ∅, ci := 0 for 0 ≤ i < 2s

Set c := 0 and c2s := 0.
repeat

c := c + 1
id ←R {0, 1}∗
if H0(id) ⊂ Si for some i then

IDi = IDi ∪ id
ci := ci + 1

else
c2s := c2s + 1

end if
until ci ≥ m for 0 ≤ i < 2s

Obtain xid for m elements in each IDi using key extraction queries.
for 0 ≤ i < 2s do

solve a system of m equations in {xj : j ∈ Si}.
end for



Refining the Basic Attack III

The attack involves three main stages:

1. a pre-computation to generate sets of identities IDi suitable for
building systems of equations;
⇒ cost needs to be established

2. making key extraction queries to obtain the required private keys;
⇒ m2s extraction queries

3. generating and solving 2s systems of equations, each containing m
equations in 2d−s unknowns.
⇒ table on earlier slide



Refining the Basic Attack IV

We need enough queries to H0 to obtain at least m identities id in each
of the sets IDi .

I We assume that H0 selects t-subsets of {0, 1, . . . , n − 1} uniformly
at random for random id .

I Then the probability that H0(id) ⊂ Si is equal to p :=
(
2d−s

t

)
/
(
n
t

)
.

I After c iterations of main loop in the algorithm, the vector
(c0, . . . , c2s−1, c2s ) follows a multinomial distribution with
parameters c and (p, . . . , p, 1− 2sp).

I It then follows from standard results on the multinomial distribution
that, for each 0 ≤ i < 2s , the random variable ci follows a binomial
distribution with mean cp and variance cp(1− p).

I The covariance between ci and cj is small and we may treat the first
2s values ci as independent identically distributed random variables.



Refining the Basic Attack V

I We have, for any real number a:

Pr[ci ≥ cp − a] > 1− e−a2/2pc

I Under our assumption that the ci may be treated as independent
random variables, we then have:

Pr[
∧

0≤i<2s

ci ≥ cp − a] > (1− e−a2/2pc)2
s

.

I Setting a = m and c = 2m/p, we then obtain:

Pr[
∧

0≤i<2s

ci ≥ m] > (1− e−m/4p)2
s

≥ 1− 2se−m/4p ≥ 1− n

t
e−m/4p.

I The algorithm terminates with high probability if the main loop is
executed c = 2m/p times.



A concrete example

We take n = 512 (so d = 9) and t = 8 which are the concrete suggested
parameters by Chen et al.

I We select s = 4 and m = 0.5(2d−s)2 = 29.

I For these parameters, we have p = 2−33.3.

I Our attack requires 2m/p = 243.3 evaluations of H0,

I and m2s = 213 key extraction queries to build 2s = 16 sets of 29

equations in 32 variables.

I The complexity of solving the 16 systems of equations is
16× 226 = 230 field operations.



Minimising key extractions

We again take n = 512 (so d = 9) and t = 8.

I We select s = 6 and m = 9.

I Our attack requires
I 260.8 evaluations of H0

I 29.2 key extraction queries and
I 227.2 field operations

to recover the master secret key of the scheme.



Conclusion

I To achieve 80-bit security against the simple attack one needs at
least n = 214.

I In that case, solving the system of equations would cost
n6 = 214·6 = 284 finite field operations.

I With such parameters the master public key mpk would have a size
of 160 · 214/8 = 320kb.

I However, this variant would still be vulnerable to the refined attacks.

I For example, if we were to pick s = 4, we would need 252.04

evaluations of H0, 223 key extraction queries and just 231 field
operations in the Gröbner basis step.

We conclude that the scheme does not offer an attractive trade-off
between security and efficiency.



Thank you for your attention

Questions?


